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Abstract—Large-scale multiple input multiple output (MIMO)
wireless system is regarded as a solution to provide high speed
connection for exponentially increasing wireless subscriptions for
emerging cyber-physical systems (CPS) and Internet-of-Things
(IoT). In order to realize its full potential, there are several
challenges to be addressed to achieve high secrecy rate or data
rate. In this paper, we analyze outage probability for secrecy
rate in MIMO wireless systems in the presence of eavesdroppers
and jammers for CPS devices. Our proposed approach takes into
account the impact of jammers while finding the best response
to minimize the jamming/interfering effect (or to enhance the
secrecy rate) and the impact of eavesdropper in secrecy rates
of the users. We present formal analysis for secrecy outage
probability and interception probability considering Rayleigh
fading scenario. The performance is evaluated by using numerical
results obtained from Monte Carlo simulations. Numerical results
indicate that the system performance is improved significantly
when the users adapt their transmit vectors based on their
observed interference values. Furthermore, the secrecy outage
probability increases with power of jammer and the secrecy
capacity decreases when jammer power increases. We observed
that the proposed approach outperforms the other existing
approaches.
Keywords— MIMO, physical layer security, secrecy outage, cyberphysical systems.

I. I NTRODUCTION
The demand for high data rate and reliability is increasing as
user density is increasing exponentially because of bandwidth
hungry and delay constraint emerging cyber-physical systems
[1]–[4] and Internet-of-Things [5], [6]. Large-scale multiple
input multiple output (MIMO) wireless system is an emerging
technology to enhance the system capacity of next generation
wireless networks where very large number of antennas are
expected to be deployed at access point or base station [7]
to support very large number of devices with a few or single
antenna in cyber-physical systems and Internet-of-Things. In
large-scale MIMO, all the complexity is at the central access
point or base station which has more resources compared
to IoT/CPS devices, thus it is suitable for IoT/CPS devices
that have limited resources. The MIMO technology has been
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researched for last two decades and implemented in several
wireless systems as it boosts both system capacity and reliability. However, concept of equipping the base station with very
large number of antennas is still emerging [8], [9]. The largescale MIMO system can serve several users simultaneously
maximizing the overall system capacity that provides high
data rates for the users [7], [10]. However, like other systems,
large-scale MIMO system is also vulnerable to several physical
layer security attacks. The concept of wiretap channel [11]
and secrecy capacity [12] has recently prompted significant
research in physical layer security of wireless communication
systems [13]. Openness of wireless communications makes
the entire system more vulnerable to several attacks including
jamming and eavesdropping attacks. Recently, several efforts
have been devoted to research and several developments are
reported in the literature to enhance the secrecy capacity
of wireless system [8], [14]–[19]. Physical layer security in
MIMO wireless system has been studied [20], [21] using
information theory. Artificial noise is generated to degrade
the signal to noise ratio (SINR) of the eavesdropper without
interfering the desired receiver to enhance the secrecy capacity
of MIMO systems in [22]. Beamforming technique has been
studied for multiple input single output system for enhancing
the secrecy capacity of the system [23], [24]. Physical layer
security has been studied in [25] where eavesdropper with
very large number of antennas has been considered. With
the knowledge of probability density function of SINR of
the received signal at the receiver and at the eavesdropper,
performance of the MIMO systems has been studied in [26]–
[29]. In [30], the concept of secrecy outage capacity to ensure
secure and efficient transmission with quality-of-service (QoS)
requirements has been proposed. However, none of these
approaches consider joint impact of eavesdropper and jammers
while evaluating the physical layer security by considering secrecy outage probability, interception probability and average
secrecy capacity of large-scale MIMO wireless system which
supports robust and secure communications for cyber physical
systems [1], [2], [31].
In this paper, we focus on formal analysis of the physical
layer security in large-scale MIMO wireless system in the
presence of jammers and eavesdropper by considering secrecy
outage probability as a function of different parameters (e.g.,
SINR, jammers power, interference, number of antenna, path
loss) and interception probability for cyber physical systems.
We derive the expression for secrecy outage probability in
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terms of SINR of the user of interest at base station. Every
time, each user in the system updates its transmit waveform
based on the interference observed and chooses the eigenvector
corresponding to the minimum eigenvalue of the interference
matrix. This helps to avoid interference from jammers and
results in increase in SINR at the receiver. Increase in SINR
results in increase in secrecy rate of the system. We perform
evaluation using numerical results obtained from Monte Carlo
simulations. We found that the proposed approach gives better
results and outperforms the existing methods.
The rest of the paper is organized as follows. We describe
the system model and problem statement in Section II. In
Section III, the best response and secrecy outage probability
analysis for proposed large-scale MIMO model are discussed.
Section IV provides the numerical results to validate our
analysis and concluding remarks are given in Section V.
Notation: In this paper, matrix and vector are denoted by
boldface upper and lower case symbols respectively. (.)T and
(.)∗ represents the transpose and conjugate operation respectively. The determinant and trace operators are represented by
det(.) and T r(.) respectively. E{.} represents the expectation
and P r(.) represent the probability.




Hk
k



HK

Access Point
(Base Station)

He
Hj

K


1



j
Jammers

CPS users

J

e
Eavesdropper

Fig. 1. A system model with an access point (or base station, smart meter
at home in energy CPS, etc.) equipped with multiple antennas, K CPS users,
an eavesdropper and J jammers.

transmitted signal vector that contains transmitted symbols
which satisfies E{ksk2 } = 1. nk is Nr × 1 dimensional
additive white Gaussian noise (AWGN) vector that corrupts
the received signal with nk ∼ N (0, σ 2k INr ) and the noise
correlation matrix W = E{nnT } here σ 2k is noise power,
vj denotes Nj × 1 dimensional jamming signal vector Hk is
Nr × nt,k dimensional channel matrix for kth user and Ĥj
is Nr × Nj channel matrix for jth jammer. Note that first
term in (1) represents the desired signal, second and third term
represent the interference due to other users in the system and
jammers respectively.
Then, the correlation matrix of received signal in (1) can be
written as

II. S YSTEM M ODEL
A typical system model for an uplink wireless system
considered in this paper is shown in Fig. 1 where the base
station is equipped with Nr receive antennas to serve K
number of legitimate users. These users need high speed and
secure communications for controlling cyber-physical systems
and to accomplish some tasks in Internet-of-Things in near
real-time. To evaluate the secrecy outage of physical layer, we
consider that there are J number of multi-antenna jammers
targeting the base station and a multi-antenna eavesdropper
for overhearing the legitimate communications. Each CPS user
terminal k has nt,k transmit antennas and thus for K users,
PK
total number of transmit antenna becomes Nt = k=1 nt,k .
The jammer consists of Nj antennas capable of jamming the
communication between transmitter and receiver. We assume
that the channel state information is available at both transmitter and receiver where base station estimates CSI using users’
pilot sequences and share the information while decoding
user signals. Note that the channel estimation overhead is
independent of number of antennas at the base station in largescale MIMO in time division duplex (TDD) and thus TDD
is preferred for large-scale MIMO systems. Furthermore, in
TDD uplink scenario, all the complexity is at the central base
station which has more resources compared to CPS devices.
√
The Hk = αk H̄k denotes the channel matrix where αk is
the distance-dependent path loss and H̄k is the small scale
fading channel.
For the system model given in Fig 1, the received signal for
kth CPS user at the base station can be expressed in a vector
form as
J
K
X
X
Ĥj vj + n,
(1)
Hl xl +
rk = Hk xk +
l=1,l6=k

1

H1

R=

K
X

Hk Qk HTk +

J
X

Ĥj Rj ĤTj + W,

(2)

j=1

k=1

where Qk = E{xk xTk } and Rj = E{vj vjT } are the covariance matrices of the transmitted signal and jamming signal
respectively.
Next, we can write the correlation matrix of the interference
from others users and jammers, and the noise as

Rk =

K
X

Hl Ql HTl +

l=1,l6=k

=

K
X

Hl Ql HTl +

l=1

= R − Hk Qk HTk .

J
X

Ĥj Rj ĤTj + W

j=1

J
X
j=1

Ĥj Rj ĤTj + W − Hk Qk HTk
(3)

The Rk in (3) is the interference and noise for a given user
signal k that depends on all other active users (including
jammers) in the system except user k. Then the mutual
information between the transmitter and receiver of the system
I(xk , rk ) can be given by

j=1

where rk is the Nr × 1 dimensional received
signal vector
√
at base station from kth user, xk = Pk sk is nt,k × 1

2


I(xk , rk ) = log2 det R − log2 det(Rk ).

(4)
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Substituting (2) and (3) into (4), the mutual information
expression can be expressed as

I(xk , rk ) = log2 det Rk + Hk Qk HTk − log2 det(Rk )


−1
T
= log2 det INr + Rk Hk Qk Hk


1
1
= log2 det INr + (Rk − 2 Hk )Qk (Rk − 2 Hk )T .

From the perspective of information theory, the achievable
secrecy capacity using (7) and (10) for a user k is given by
Ck = [C k − max{Ce }∀e ]+ ,

where, [x]+ is max(x, 0). In (11), max{Ce }∀e gives the loss
in user rate because of overhearing by the eavesdroppers, if
there are multiple eavesdroppers.
III. P ROPOSED A PPROACH : T HE B EST R ESPONSE AND
S ECRECY O UTAGE P ROBABILITY A NALYSIS

(5)

The achievable rate is defined as the maximum mutual information with transmit power constraint T r(Qk ) ≤ P̃k , and is
given by
Ck =

max
T r(Qk )≤P̃k

I(xk , rk ),

A. The Best Response Strategy
Note that we can maximize the Ck by minimizing Ce or by
maximizing C k by minimizing the effect of the interference in
(7) or (8) for a given user. In other words, we can minimize the
interference function given in (12) experienced by each user k
to maximize its secrecy capacity C k to eventually maximize
the secrecy rate Ck . The interference function, which depends
on Rk , can be written as

(6)

where P̃k is the maximum average transmit power allowed
for each user for wireless communications. The achievable
transmission rate in (6) can be written as


C k = max log2 det INr + Rk −1 Hk Qk HT
k
T r(Qk )≤P̃k


T
=log2 det INr + P̃k R−1
k Hk Hk



T
(7)
H
H
≥ log2 1 + P̃k det R−1
k
k
k



T
≥ log2 1 + P̃k det R−1
k Hk Hk


= log2 1 + γk ,

ik = xTk Rk xk .

(12)

Thus the interference (given in (12)) minimization problem
can be written as
min

xTk Rk xk subject to xTk xk = Qk ,

∀k,

(13)

and the interference minimization problem (13) can be solved
by Lagrangian method as
∆k (xk , λk ) = xTk Rk xk + λk (xTk xk − Qk ).

(14)

To minimize the Lagrangian function, we differentiate it with
respect to xk and equate the corresponding partial derivative
to zero, then, we get

where γk is the instantaneous SINR of the user k. Note that,
for match filter based communication, the SINR γk can be
expressed as


P̃k det Hk HTk
γk =
.
(8)
xTk Rk xk

∂∆k (xk , λk )
= 0 ⇒ Rk xk = κk xk ⇒ Rk sk = κk sk , (15)
∂xk
where κk is the minimum eigenvalue of Rk [32]. From (15),
at an equilibrium point, the best response for the intended
receiver that gives minimum interference is an eigenvector
corresponding to the minimum eigenvalue κk of Rk . This information is fed back to the transmitter using secure feedback
channels [33]. Then, the given user can use it as a transmit
vector to increase the secrecy capacity.
Note that, in our system model, each user chooses its
best response a a transmit vector (i.e., minimum eigenvector
corresponding to minimum eigenvalue of interference matrix
Rk ) based on (15) to avoid impact of jamming/interference
and noise each time while transmitting its information with
the aim of increasing the rate C k in (7) that results in increase
in secrecy rate Ck in (11).

Next, the received signal at (passive) eavesdropper from a
given user k can be expressed as
re = He xk + ne ,

(11)

(9)

where re is the Ne × 1 dimensional received signal vector at
a given eavesdropper e, ne is Ne × 1 the additive Gaussian
noise 1 at the eavesdropper with ne ∼ N (0, σ 2e INe ) and He
is Ne × nt,k channel matrix connecting users to eavesdropper.
The achievable transmission rate of eavesdropper by overhearing the transmitted message by users can be written as


1
Ce = log2 det INe + 2 He Qk HTe
σe



Pk
(10)
≥ log2 1 + 2 det He HTe
σe

≥ log2 1 + γe ,

where γe = Pσk2 det He HTe is the SINR at the eavesdropper.
e
Next, we assume that jammers are interested to deteriorate
the SINR of kth user and are not interested in eavesdroppers.

B. Analysis for Secrecy Outage Probability
To evaluate the physical layer security performance of an
uplink of a large-scale MIMO system, we consider secrecy
outage capacity. To analyze the secrecy outage capacity, we
calculate the probability density function of kth user f (γk ) and
eavesdropper f (γe ) considering both random variables (RVs)
γk and γe that follow Rayleigh distribution with respective
variances σ 2k and σ 2e .

1 When eavesdropping a given user, signal from all other users could be
treated as an additive noise considering not knowing their distributions.

3
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γs = 2Rs − 1 is the minimum required SINR.
By using the joint probability density function of random
variables (γk , γe ) given in (21), we can write secrecy outage
probability in (25) as
ZZ
P rout (Rs ) = 1 −
f (γk , γe )dγk dγe

The cumulative distribution function (CDF) of γk can be
written as [34]


γk
γk > 0.
(16)
,
F (γk ) = 1 − exp −
γ¯k
Then, the corresponding probability density function (PDF)
can be expressed as
1
γk
f (γk ) =
exp(− ),
(17)
γ¯k
γ¯k
where γ¯k is the average SINR of the users which is given by
Pk E{kHk k}
.
γ¯k =
σ 2k

(γk −2Rs γe )<γs

=1−

Z∞

γs

1
γk
exp(− )dγk
γ¯k
γ¯k

R
γs +γ
Z e2 s

0

1
γe
exp(− )dγe
γ¯e
γ¯e

2Rs − 1
γ¯k
),
exp(−
=1−
γ¯k + γ¯e 2Rs
γ¯k

(18)

(26)
which proves the Proposition 1.
Proposition 2: For the considered system model, the interception probability is
 2C k − 1 
(27)
Pint = exp
.
γ¯e Pk

Similarly, the CDF, F (γe ), and corresponding PDF, f (γe ),
of γe can be expressed as
γe
γe > 0
F (γe ) = 1 − exp(− ),
γ¯e
(19)
1
γe
f (γe ) =
exp(− ),
γ¯e
γ¯e
where γ¯e is the average SINR of the eavesdropper which is
based on kth user’s transit power Pk and given as

Proof: The secrecy outage is defined as maximum rate
under which the outage probability that transmission rate
exceeds the secrecy capacity is given by

ǫ = P r Ck > C k − max{Ce }∀e

= P r γe > 2(C k −Ck ) − 1
(28)
 2(C k −Ck ) − 1 
,
=1−F
Pk

Pk E{kHe k}
.
(20)
σ 2e
The variables γk and γe are independent and identically
distributed (i.i.d) random variables. Thus, the joint probability
density function of (γk , γe ) can be written as follows
1
γe
γk
f (γk , γe ) = f (γe ).f (γk ) =
exp(− − )
γ¯k γ¯e
γ¯e
γ¯k
(21)
γk > 0, γe > 0.
γ¯e =

where F (.) is the CDF of γe . From (19), we get that
 2(C k −Ck ) − 1 
F (γe ) = 1 − exp −
.
γ¯e Pk

Then, the instantaneous secrecy capacity in (11) can be
expressed as
h

i+
(22)
Ck (γk , γe ) = log2 1 + γk − log2 1 + γe
.

(29)

Combining (28) and (29), we get

 2(C k −Ck ) − 1 
.
ǫ = exp −
γ¯e Pk

The outage probability measures the probability of failing
to achieve the instantaneous secrecy capacity, Ck , that is, the
probability of getting Ck less than the desired transmission
secrecy capacity which is required for successful reception
of information at the receiver. The outage probability can be
denoted as

P rout (Rs ) = P r Ck (γk , γe ) < Rs ,
(23)

(30)

The interception probability Pint i.e., the probability that
the eavesdropper channel capacity is greater than legitimate
channel capacity and when Ck = 0 in (30) can be given as
 2C k − 1 
(31)
,
Pint = exp
γ¯e Pk
which proves the Proposition 2.

where Rs is the minimum required secrecy capacity for a
desired service.
Proposition 1: For the considered system model, the secrecy outage probability is

IV. S IMULATIONS AND N UMERICAL R ESULTS
To corroborate the analysis presented above, we consider
a single cell uplink large-scale MIMO system where eavesdroppers overhear the legitimate communication and jammers
send jamming signal toward the receiver. Base station is
assumed to be equipped with Nr = 50 antennas and user
devices are equipped with nt,k = 10 antenna. Individual
jammers and eavesdroppers are equipped with Nj = 10 and
Ne = 10 antennas respectively. The additive white noise
covariance matrix at legitimate receiver and the eavesdropper
are considered 0.1INr and 0.1INe respectively. The channel
matrix Hk , Ĥj , He are generated randomly. All simulation
results are averaged over several trials.

2Rs − 1
γ¯k
(24)
exp(−
).
R
γ¯k + γ¯e 2 s
γ¯k
Proof: The secrecy outage probability of the system in the
presence of jammers and eavesdropper can be written as
)
!
(
1 + γk
< Rs
P rout (Rs ) = P r log2
1 + γe
n
o
(25)
= P r (γk − 2Rs γe ) < (2Rs − 1)
o
n
= P r (γk − 2Rs γe ) < γs .
P rout (Rs ) = 1 −
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Fig. 2. Secrecy Outage Probability vs. SINR with nt,k = 10, Nr = 50 in the
presence of an eavesdropper and jammers with Rs = {1, 2, 3, 4} (bps/Hz).
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Fig. 3. Variation of Secrecy Capacity with Increasing Interference and Jammer
Power.

1

First, we have plotted the variation of secrecy outage probability vs SINR for different value of minimum required secrecy
rates i.e., Rs = {1, 2, 3, 4}bps in the presence of jammers and
eavesdroppers as shown in Fig 2. We observed in Fig 2 that as
SINR increases, the secrecy outage probability decreases for a
given minimum required secrecy rate. Furthermore, the secrecy
outage probability increases when given minimum required
secrecy rate increases. We note that higher the SINR and lower
the minimum required secrecy rate requirement, the lower the
secrecy outage probability for a given scenario.
Next, we have plotted the variation of secrecy capacity
vs. the interference power (contributed by other legitimate
users and jammers) as shown in Fig. 3. As expected, secrecy
capacity decreases when interference/jammer power increases
and it increases with SINR for a given interference/jammer
power as shown in Fig. 3.
We have also plotted the variation of secrecy outage probability vs. the minimum required secrecy rate for different
values of SINR ranging from -10dB to 20dB as shown in Fig
4. It is seen from Fig 4 that the secrecy outage probability
gradually increases and finally converges to 1 with increasing
values of minimum required rate values. It is also seen that
as SINR increases from −10 dB to 20 dB, the secrecy outage
probability decreases for a given minimum required secrecy
rate value as shown in Fig 4.
Then, we have plotted the secrecy outage probability vs.
SINR for single input single output (SISO), multiple input
multiple output (MISO), single-input multiple output (SIMO),
MIMO and large-scale MIMO as shown in Fig. 5. We observed
in Fig. 5 that large-scale MIMO results in lowest secrecy outage probability for given SINR value. Furthermore, increase in
SINR results in decrease in outage secrecy probability, which
is expected.
Next, we have plotted interception probability with the
path loss factor as shown in Fig. 6. When α > 1 (i.e., the
eavesdropper is nearer to the transmitter than the intended
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Fig. 4. Variation of Secrecy Outage Probability with Rs for different γk =
{−10, −5, 5, 10, 20}(dB).

receiver), the interception probability is higher than that of
α < 1 as shown in Fig. 6. Furthermore, the interception
probability increases with power as shown in Fig. 6.
Finally, we have compared our approach with the approach
in [35] by considering identical simulation scenarios. We have
plotted the secrecy capacity for both approaches as shown in
Fig. 7. It is found that the proposed approach gives better
secrecy capacity than the method in [35] even with and
without jammers and eavesdropper. The main reason is that our
approach uses the best response strategy while choosing the
transmit vector which helps to avoid jammers and interference
from other coexisting users.
V. C ONCLUSION
In this paper, we have presented an analysis for secrecy
outage probability and interception probability in large-scale
5
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