
 
 

research about security in cloud computing using AES & 
DES. Also research about security in cloud computing using 
AES and DES. Shows advantages and disadvantage AES and 
DES. In the experiment, the research implemented the 
algorithm and show the results to justify the thought of 
security for cloud computing. Cloud computing is delineated 
as the set of resources or services offered through the internet 
to the users on their requirement by cloud providers. So there 
is an urgency to assure that data adjacent illegal access, 
modification or denial of service. 

Most of the cloud computing service need high 
performance to put away data in the cloud. Storage security 
refers security data on storage media, which is can quick to 
recover. Security of data should be considered on software 
engineer in the design phase of cloud storage service. Not only 
pay attention to data redundancy or isolation but consider the 
data security. Redundancy is a basic measure to secure data 
security. Then, Isolation is because particular user data is 
stored on the same platform, to ensure inter-data 
independency. Data security is also an important issue in 
Amazon Simple Storage Service. Bucket, Object, and Key are 
S3 storage system on Amazon[5]. Not only data storage 
security, for data security, also consider network transmission 
protocol. Because for safety product and protocol encryption 
have been protecting when data transmission. The most 
common network security is the Secure Transmission Protocol 
(SSL). [6]Also discussed the security of data in cloud 
computing. It is research of data in the cloud and aspect 
related to security. Examine detailed method to ensure the 
maximum of protected data for reducing risk and threat. Data 
has two threats to the security of the cloud, there are when 
data on rest that is data storage in the cloud and data 
transmission which is data in or out from the cloud. 
Confidentiality and integrity of data are the base of data 
protection mechanisms, procedures, and processes. Data 
security techniques at rest and when transit data may be 
different. Example, the encryption key for data on transit over 
shorted live, while for data in rest, data key can be retained for 
the longer time. This study provides an overview of block 
ciphers, stream ciphers and hash functions used to encrypt 
data in cloud whether it is at rest or in transit. 

III.  SECURITY ALGORITHM 

Advanced Encryption Standard (AES) algorithm not only 
for security but also great speed. AES is the current standard 
for secret key encryption. AES is a symmetric key algorithm. 
It is having various chippers with different keys and the block 
size. In this plaintext is encrypted with the help of AES and 
then the ciphertext which we have got will again encrypt 
likewise there will be various round like the AES algorithm 
includes 10, 12 and 14 round with 128, 192, and 256 key bits. 
As there are various rounds in this algorithm the plaintext is 
encrypted many times and this helps the data to have the 
security [7].  

AES is one the most efficient symmetric algorithm. The 
Advantages It provides strong security from attackers. 
Disadvantages are a major drawback is that its clouds not 
withstand the attacks like Brute Force, Linear Crypt Analysis 

because during its design was not invented. In this paper, we 
have focused on AES 128 for making encryption of data. AES 
algorithm has four steps [8] : 

1. Substitute Bytes 

In this step, each byte of input data is replaced by another 
byte from the substitution table (S-box). 

 
Figure 1. Substitute box (S-box) [9] 

 
 In the SubByte step, each byte in the state is replaced with 
its entry in a fixed 8-bit lookup table,  
 

 

Figure 2. Sub Byte 

2. Shift Rows 

 In the shiftRows, the byte in each row of the state is 
shifted cyclically to the left. The number of places each byte is 
shifted differs for each row.  

 

Figure 3. Shifting Rows 

3. Mixing Columns 

 In the MixColumns step, each column of the state is 
multiplied by a fixed polynomial          . 
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Figure 4. MixColumn 

4. The AddRoundKey 

 In the AddRoundKey step, each byte of the state is 
combined with a byte of the round subkey using XOR 
operation       . 

 

Figure 5. Adding  Round Key. 

IV. HEROKU CLOUD 

Heroku, as a cloud platform as a service (PaaS), supports 
some programming languages. It is one of the cloud platforms 
that have been developed since 2007. It is based on a managed 
container system with integrated data service and more 
powerful ecosystem to develop and run modern apps. Develop 
Heroku is an integration of tools and developer tools. Heroku 
runs on Dynos app. Dynos are the heart of the Heroku 
platform. Dynos makes it easy to develop and run apps more 
flexible and measurable. Dynos also make it easy to manage 
the infrastructure, so it can be used to run great apps. With 
Heroku, developers can build system using the programming 
languages that they like. Heroku supports some programming 
languages like Java, PHP, Python, Ruby, Go, Scala, and 
Clojure [10].  

 

Figure 6. Build Apps Heroku cloud 

 Heroku designs costumer’s security with the aim to protect 
the customer from threats by implementing security control in 
every layer, from physical to application layer. Heroku uses 

ISO 27001 and FISMA managed by Amazon. On network 
security, Heroku’s infrastructure utilizes a firewall, spoofing, 
and sniffing protection, port scanning, and also DDOS 
mitigation. It provides DDOS mitigation technique including 
TCP SYN cookies and connection rate liting. Heroku works 
with a provider that responds quickly to every event and 
allows DDOS mitigation controls when needed. The data in 
Heroku is stored in a database. Every database needs a 
username and a unique password for authentication. 
Consumer’s connection to PostgreSQL database needs SSL 
encryption to fulfill the requirements of data security. Heroku 
encourages its customer to utilize encrypted database 
connection. Heroku also encourages the storage of data to be 
encrypted by the customer’s apps to make the data more 
secure. One method for data encryption is cryptography. 

A. System Requirements 

The design of cloud computing architecture should be 
attractive. It should also allow businesses to quickly access 
personal resources,  and improve public resources without the 
complexity and time of the installation, purchase, and 
implementation of traditional physical infrastructure. The 
architects employed with building  a cloud infrastructure, need 
requirements to be addressed when building their cloud 
strategy. The requirements of the cloud security which we 
built are specified in Table I. 

TABLE I.  REQUIREMENTS 

Hardware 

Intel(R) Core(TM)i5-6500 CPU 
Memory 8 GB 
System type 64 Bit 

Software 

Operating system: Windows 10 
Cloud: Heroku https://www.heroku.com/ 
Local Host: Laragon 
Programming Language : HTML + PHP 

B. The architecture of Cloud Security 

Cloud is a data center that can be accessed by the client.  
When the client uploads the data in the cloud need to encrypt 
first before storing to the cloud, the encrypt will be encrypted 
in advance. Meanwhile, the client wants to download the data 
need to enter the key of which has been distributed. Users 
without a key can download files. But the files are encrypted 
and therefore cannot be read. However, users who have the 
key can decrypt the files so that the data can be read. Figure 7 
shows the system architecture. 

Tab Client

PC Client

Encyption

Cloud Data Center

Decryption

Encyption

Decryption

Encyption

Decryption

Encyption

Decryption

Figure 7. Cloud security architecture 
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Encryption process uses AES-128. All symmetric block 
cipher algorithms share common characteristics and variables, 
including mode, key size, weak keys, block size, and rounds. 
The key exchange on this system is done manually. The 
decrypted files will be sent manually via email for the users 
who want them. The following section contains the 
descriptions of the relevant characteristics of the AES cipher. 
The block size is shown in Figure 8. 

 
Figure 8. The block size 

C. Result 

The implementation is done by the installation of Heroku, 
There are several steps to implement Heroku [10]. We deploy 
it by using a PHP app. Firstly, we create and use free tier 
account of Heroku. Secondly, we perform PHP installation, 
which is used to run Heroku on localhost. Managing Heroku 
requires Command Line Interface (CLI). Therefore, we have 
to install its CLI first. It serves to manage application, 
stipulation add-ons, etc. helps run the application locally. 

We develop it by following the steps from Heroku cloud 
document. This program has two menus. The first menu is 
“Encrypt & Decrypt File” and the second one is “Encrypt & 
Decrypt Text”. Both menus will be explained below: 

 
1. Encrypt & Decrypt File 

Figure 9 shows “Encrypt & Decrypt File” menu. Firstly, 
click the button “Encrypt & Decrypt File” and choose the file 
you want to encrypt in the following format: .jpeg, .doc, .txt, 
or .pdf. Then input the key, e.g. 1234, and press the button 
“Encrypt” to encrypt. To decrypt the file, input the PIN and 
the decryption key, then press “Decrypt” button.

 
Figure 9. Encryption file form 

 
 

2. Encrypt & Decrypt Text 
This menu used for encryption and decryption of texts. 

Write your text, the text that is not encrypted is called 
plaintext. Then input the key. To decrypt, input the ciphertext 
and the key, then press the “Decrypt” button. Figure 10 shows 
“Encrypt & Decrypt Text” menu. 

 
Figure 10. Encryption text  

V. PERFORMANCE EVALUATION 

In this section, we will evaluate the performance of our 
data security under Heroku cloud platform. The evaluation 
shows the performance of data security AES cryptography and 
Heroku cloud performance.  

 
Figure 11. Plaintext 

 Figure 11 shows the plaintext we will encrypt. The file 
extension is .txt and its size is 3 kB etc. The files will be 
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encrypted using AES cryptography. The system in the cloud 
will encrypt the file as in Figure 9.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 12. Ciphertext 

Figure 12 shows the result of data encryption using AES. 
The data is successfully encrypted so that the text is like 
symbols that we can not normally interpret.  

In addition to testing and evaluating whether the data is 
secured, we also evaluate the delay calculation. In real cloud 
environment with a number of users, the data traffic will 
become high, which will have an impact on the system. In a 
real environment, many factors could cause delay, e.g. the size 
of the uploaded file, the network speed, etc., which will cause 
delay and congestion.  

When the file is uploaded, it is initially split into different 
blocks before encryption. The size of each block depends on 
the file size. Delay metric is calculated as the sum of delay 
during the block-wise upload to a different location in the 
cloud [11]. 

      (1) 
     

          : Time after a successful load 
          : Time before load 
 Delay calculation is done by recording the encryption time 
for files with a size of 3000  kB, 5000 kB, 7000 kB, 10000 kB, 
and 15000 kB. The delay calculation is shown in Figure 13.  

 
Figure 13. Delay calculation 

The larger number of file sizes indicates increased delay due 
to the time when more data encrypt generate. 
 

VI. CONCLUSION 
 In this paper, we proposed data security in cloud 
computing using AES under Heroku cloud. The 
implementation for deploying Heroku as a cloud platform 
consists of several steps. Then, we implement a website as an 
application to data security. In the website, we implement 
AES as data security algorithm. The performance evaluation 
shows that AES cryptography can be used for data security. 
Moreover, delay calculation of data encryption shows that 
larger size of data increases the data delay time for encrypting 
data.   
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