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Third, the infrastructure supports the platform. Finally, the
data are delivered on request.
Therefore, cloud computing looks a big opportunity for
companies, but like any new technology, cloud services
bring new security issues. [3] Data flows across the IP networks can also carry threats to the system core. Malicious
users can take advantage of these security weaknesses to
penetrate the system, through the cloud services, and to
access the confidential data of any company. Thus, the
security problem seems to be a major issue for companies
intending to expand in the cloud. It has become one of the
main restrains on turning to the cloud. That is why users
are unwilling to resort to the cloud due to the security
and protection of private data, the operational difficulties
or the inability to control information when leaving the
perimeter, and the lack of confidence in cloud service
providers.
In order to provide an effective solution for the security
of the data of remote users against any analysis aimed at
their disclosure when migrating to the cloud, we propose
a security scheme allowing a remote user to ensure a
completely secure migration of all their data anywhere
in the cloud through DNA cryptography. The latter is a
new and promising field for information security. Indeed,
it is possible to benefit from the advantages of biological
DNA to store and hide data inside it. In addition, secret
information is placed in a molecule of DNA and hidden
among other DNA molecules.
This article is organized as follows. First, section 2 sets
out some approaches conducted to overcome this problem,
as well as a comparative study of these approaches from
which we try to inspire ourselves by way of being able
to work out and draw up our contribution in this field.
After that, section 3 describes the main idea of our
proposed solution to resolve security problems. The results
of experiments showing the usefulness of the proposed
approach are presented in section 4. Finally, section 5
describes a general conclusion where an evaluation of the
developed work is carried out and prospects are suggested.

Abstract—Cloud computing denotes an IT infrastructure
where data and software are stored and processed remotely
in a data center of a cloud provider, which are accessible
via an Internet service. This new paradigm is increasingly
reaching the ears of companies and has revolutionized the
marketplace of today owing to several factors, in particular
its cost-effective architectures covering transmission, storage
and intensive data computing. However, like any new technology, the cloud computing technology brings new problems
of security, which represents the main restrain on turning to
this paradigm. For this reason, users are reluctant to resort to
the cloud because of security and protection of private data
as well as lack of trust in cloud service providers. The work
in this paper allows the readers to familiarize themselves with
the field of security in the cloud computing paradigm while
suggesting our contribution in this context. The security
schema we propose allowing a distant user to ensure a
completely secure migration of all their data anywhere in the
cloud through DNA cryptography. Carried out experiments
showed that our security solution outperforms its competitors
in terms of integrity and confidentiality of data.
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I. I NTRODUCTION
Cloud computing is the fruits of recent IT developments.
It is a new technology that appears today to be a satisfactory response to the problem of storing and computing
data, which is encountered by companies. It proposes to
ensure processing and hosting their digital information via
an entirely outsourced infrastructure [1], which enables
users to benefit from a lot of online services without
having to worry about the technical aspects of their uses,
while amortizing the costs generated by covering all these
data.
The objective of the appearance of this paradigm is
to process very intensive computer workloads, to supply very large installations for data storage, to provide
flexible and highly-performing services and progressive
data storage for a daily increasing number of users, to
potentially reduce the management and utilization costs,
and to satisfy the exploitation of the services and spaces
of computer storage available at a provider by clients who
are external companies. The methods used to finalize the
service between a supplier and an end customer appear in
four forms [2]: application, platform, infrastructure, and
data. First, the application remains in direct contact with
the client. Second, the platform realizes the application.
978-1-5386-2290-2/18/$31.00 ©2018 IEEE

II. S TATE OF THE ART
Several works have been devoted to finding solutions to
deal with this problem such as: the authors in [4] addressed
the issue of how to secure information outsourced to the
cloud from any hacker who knows the encryption key
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algorithm was utilized so as to generate keys for the
step of exchanging keys. Then a digital signature was
authenticated. Afterwards, the AES encryption algorithm
encrypted or decrypted the data file of the user. The
limitation of the proposed solution was that the DiffieHellman key exchange algorithm was vulnerable to the
man-in- the-middle attack. The most serious limitation was
the lack of authentication.
Moreover, the authors in [8] presented the basic concept
of homomorphic encryption as well as different encryption
algorithms. Paillier preserved in this context the additive
property of homomorphic encryption. This would enable
getting results of operations done through cipher-texts
without having any knowledge regarding the raw data,
while respecting data confidentiality. Yet, the drawback
of the homomorphic encryption in the context of cloud
computing was the high computation time and complexity.
Furthermore, the authors in [9] put forward a new
secure cloud storage system in the aim of protecting
the data of organizations against cloud providers, thirdparty auditors, and several utilizers who might use their
old accounts in the purpose of accessing data stored on
the cloud. In fact, this suggested system would enhance
the authentication level of security through the use of a
time-based one-time password in order to verify cloud
users and the use of an automatic blocker protocol so
that we can protect the system completely against any
non-authorized third-party auditors. The limitation of this
proposed system was that it was vulnerable to the manin-the-middle attack. During this attack, an attacker could
intercept all the communications between the different
entities that constituted the suggested system, like the
organization admin, the cloud user, the third party auditor,
and the cloud service provider.
In addition, the authors in [10] proposed a geneticsecurity cloud method implementing encryption based on
human genetics, more particularly on protein biosynthesis.
The attractive coupling between the encryption of content
and biosynthesis protects data against unauthorized access.
However, one of the major drawbacks of this approach was
the high computation time to encrypt and decrypt the data
during their migration.
Several approaches have been devoted to find solutions
to this problem, but each of these approaches is faced
with one or more problems. For example, the proposed
approaches in [4, 6] did not verify the integrity of data, so
an attacker could intercept the encrypted data transmitted
in the network, and can modify them without the data
owners reaching their account. Furthermore, the proposed
approaches in [5, 7, 9] were vulnerable to the man-in- themiddle attack, so an attacker could access information the
remote data owners and the cloud were trying to transmit,
and it could intercept the communications between these
two parties in order to be able to spy on, capture and
control it in complete transparency without the knowledge
of external parties. The suggested approaches in [8, 10]
required a high execution time so that the owners could
encrypt the data before their migration to the cloud.

and has as a matter of fact access to most of ciphertext blocks. For that purpose, they proposed a novel and
efficient Bastion scheme as a solution that guarantees data
confidentiality despite the leakage of the encryption key
and in spite of the hackers access to nearly all ciphertext blocks. It is sure that the proposed scheme ensures
high confidentiality of data. However, this scheme does
not verify the integrity of these data when migrating to the
cloud for storage. In this case, an adversary can intercept
the encrypted data, and then they can modify them without
the owner’s knowledge of these blocks.
Furthermore, the authors in [5] put forward a model
that would improve the security of cloud data by the
incorporation of different cryptographic techniques. The
suggested model performed some steps on the data before
storing it in the cloud. First, it encrypted the files with
the RSA algorithm. Then a hash calculation was carried
out on the encrypted data. This calculation was generated
by the md5 algorithm in combination with the fingerprint
of the owner of these data. After combining the RSA and
MD5 algorithms, the data became resistant to access or
modifications by any third party and to intruders of cloud
storage system. However, one of the major limitations
of this model was that the owner of these data was the
only entity that would manage their keys, so it could
become dangerous. Indeed, if this owner lost or forgot
their keys, the encrypted data would be indecipherable and
the unencrypted data would be definitively lost. Besides,
the owner used the same public and private keys for
both encryption and decryption of all data. In addition,
during the users registration and login steps, the proposed
model utilized a single-factor authentication which made
it susceptible to several types of attacks such as the manin-the-middle and brute-force attacks.
Moreover, the authors in [6] suggested a data security
technique. It was called a Bidirectional DNA Encryption
Algorithm (BDEA). The latter was used to overcome
cloud data security problems and it could encrypt and
decrypt Unicode characters with the utilization of ASCII
characters. It provided as well two security levels. Firstly,
a table maintained the DNA digital A, G, T, C coding as
well as their corresponding binary value. After that, there
was DNA coding encryption and decryption. Encryption
generally started using a plaintext Unicode message. The
latter was then converted to an ASCII code that was another time converted to a hexadecimal code. The latter was
then converted by a binary convertor into a binary code.
After that, this code was divided into various parts in a way
that corresponding DNA digital loading was carried out
like the BDEA algorithm utilized for a Unicode character
set. As a result, a great number of cloud-service users
could be reached easily. Nevertheless, the disadvantage of
the proposed algorithm was that it did not guarantee the
integrity of the data encoded in DNA coding. As such,
data destruction, distortion or data corruption attacks were
applied to the encrypted data.
Besides, the authors in [7] proposed three-way architecture protection schemes. To begin with, the Diffie-Hellman
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Thus, the approach put forward in [10] did not present
any of the aforementioned defects, specially the attack of
the man-in- the-middle. However, it necessitated the use
of a high execution time to perform the encryption task.
Consequently, we opt for this approach. Therefore, our
approach will be based on the approach proposed in [10]
in order to improve the performance in execution time.
This approach will be detailed in the next section.

1, there exist 256! possible choices. These 256! choices
are as follows:
• To substitute the first block, there are 256 possible
choices.
• To substitute the second one, there exist 255 possible
choices.
• To substitute the third one, there are 254 possible
choices.
• To substitute the last one, there is only one possibility.
• The final result is calculated as follows: 256 * 255 *
254 * ... * 1 = 256!
Figure 1 presents an example of a block of 256 sub-blocks.

III. O UR PROPOSED APPROACH
The main motivation of our approach is to put in place a
solution to the problem of dematerialized storage to ensure
the security of confidential data. In this section, we are
reviewing the proposed security approach. We begin by
identifying the different phases of data security for remote
users when migrating from the original host (the data
owner) to the hosts hosting that data (cloud computing).
These phases are in the following order: (i) DNA encoding
phase, (ii) encryption and migration phase. The details of
each of these phases are as follows:
A. Phase of DNA encoding
First, in this step, we use a genetic-based coding
method. This method consists in encoding the data of
the remote user into DNA nucleotides forming genetic
information. The type of coding used is that of the genetic
codes of human beings. To be able to apply this type of
coding, we follow the following steps:
• First, the user’s data are transformed into an ASCII
code giving a string of bits denoted ”S0”.
• The next step is to convert the ”S0” string to an
”S1” string of DNA. The latter consists of nucleotides
indicated by the letters ”A”, ”T”, ”C” and ”G”.
This conversion follows the next table:
Binary code
00
01
10
11

Figure 1.

An example of one block of 256 sub-blocks

According to statisticians who have done a study to
calculate the elapsed time to test all possible cases as
for 26! possible choices, with a computer able to test
1,000,000 keys per second, it would then take 12 million
years to enumerate everything. Therefore, to be able to
calculate the time necessary to enumerate all our 256!
possible choices, we apply the rule of three. This same
computer would then need the time:
T = (256! * 12 million) / 26! to enumerate all possible
substitutions.
We can say from the last two steps (encryption and
substitution) that our approach has a gigantic number of
keys equal to [(256n∗256 ) * (n * 256 !)], where (256n∗256 )
represents the space of keys used in the encryption step,
(n * 256 !) is the space of keys utilized in the substitution
step, and n stands for the number of used blocks.
Once the substitution step is complete, we will compute the ”HMAC” hash function in combination with a
”trustkey” on the encrypted and substituted data before
being migrated to the cloud. We then lock the data and
their HMAC code with the ”trustkey” and send them to the
cloud for storage. We note that, in this phase, we locked all
the information transmitted to the cloud by a ”trustkey”.
This latter is generated between the distant user and cloud
computing.
The generation of this key is created by exchanging
messages on a non-secure channel. When this key is

Genetic code
A
T
C
G

Table I
C ONVERSION OF BINARY CODE INTO DNA CODING

B. Encryption and migration phase
Once the distant user’s data are converted into genetic
codes, the next step is to divide these genetic codes into
blocks of 256 sub-blocks. Each sub-block is formed by
four genetic codes. Subsequently, each sub-block will be
encrypted by another sub-block. This encryption is done
by an encryption Sbox generated to encrypt the 256 subblocks. Each Sbox is variable for each block. We note
that this encryption process is not bijective; i.e., there are
several possible matches for each sub-block, and the attack
by the frequency analysis is impossible.
Once the encryption step is performed, the next step is
to substitute each encrypted sub-block with another subblock. Thus, to be able to substitute a block of 256 subblocks, as illustrated previously as an example in Figure
33

the influence of this rise on the execution time. Figure 2
depicts the comparison of our approach with the approach
suggested in [10] in terms of execution time.
The study of Figure 2 allows us to realize that our
approach at the time of execution is less than the approach
proposed in [10]. This is probably due to the fact that in the
approach suggested in [10], the two phases of translation
and fragmentation have a temporal complexity equal to
O(n2), while our approach contains two phases of DNA
encoding and encryption and migration. Each of these
steps needs a temporal complexity equal to O(n). We can
therefore conclude that our approach is better than that
proposed in [10].

set up, the messages are actually sent unencrypted on
the network, and anyone who intercepts the transmitted
messages cannot deduce the generated key. Thanks to
this key, secure communication is guaranteed by the fact
that a possible attacker, who intercepts communications
between the distant user and the cloud, would have no way
of locating the ”trustkey” generated from the publically
transmitted information. This key is generated using the
Diffie Hellman key agreement with authentication algorithm [11]. The latter is an algorithm of exchanging an
anonymous key that allows two pairs to establish a shared
secret through a non-secure communication channel. This
shared secret is directly utilized as a ”trustkey”. The
detailed algorithm is listed as follows:
• Prior to execution of the algorithm, the two parties
original host and remote host each obtain a public/private key pair and a certificate for the public
key.
• Original host chooses x, 0 ≤ x ≤ p - 2, at random,
sets c := g x and sends c to the remote host.
• Remote host chooses y, 0 ≤ y ≤ p - 2, at random,
computes the shared secret key k = g xy , takes its
secret key SRH and signs the concatenation of g x
and g y to get S :=SignSRH (g x || g y ). Then, it sends
(g y , Ek (S)) to the original host.
xy
• Original host computes the shared key k = g ,
decrypts Ek (S) and verifies the remote host signature. If this verification succeeds, the original host is
convinced that the opposite party is the remote host.
It takes its secret key SOH , generates the signature s
= SignSOH (g y || g x ) and sends Ek (S) to the remote
host.
• Remote host decrypts Ek (S) and verifies the original
host signature. If the verification succeeds, the remote
host accepts that it actually shares k with the original
host.

Figure 2. Comparison of our approach vs the approach proposed in[10]

Now let us return to the demonstration of the resistance
of our approach against the man-in- the-middle attack.
This latter is a type of cyber attack where a malevolent
actor is inserted in a conversation between two parties
that borrows the identity of both parties and accesses
information that the latter two are trying to convey. With
this attack, an attacker can intercept the communications
between the originating host (the data owner) and the
remote host (the cloud) so as to be able to spy on,
capture and control it seamlessly without the knowledge
of external parties. Figure 3 shows the attack scenario of
the man- in- the- middle.

IV. A PPROACH VALIDATION AND RESULTS
EXPLOITATION

This last section is reserved for the experimental part of
our approach. It has two main parts. First, we begin by describing experimentally the performance of our approach
to that proposed in [10] while showing the effectiveness
of our approach in terms of execution time and in terms of
resistance against the man-in- the-middle attack. Second,
we validate our approach by evaluating its performance
based on confidentiality, authentication, and data integrity.
A. Tests and experimental results
In this section, we show, on the one hand, the performance of our approach in terms of execution time
compared to that proposed in [10] since it is in the same
context as ours, and on the other hand, we describe the
ability of our approach to stem the man-in- the-middle
attack.
To show the performance in terms of execution time,
we carry out an experiment during which we increase the
size of the data migrating to the cloud in order to have

Figure 3.
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Man-in-the-middle attack

of data confidentiality.
Integrity: After verifying the confidentiality of cloud
user data, notwithstanding, it may also be important for
us to be able to ensure their integrity. This property
guarantees that data from distant users have not been
tampered with by unauthorized people between the time
they were transmitted and the time they are received.
Using a calculation of a Hash Message Authentication
Code (HMAC) function, in combination with a ”trustkey”
generated between both parties, the remote user and the
cloud, allows us to verify the integrity of the data transmitted to the cloud after the step of substituting the encrypted
data. Once the transmitted data are received by the cloud,
this latter will first unlock the result of the hash calculation
using the ”trustkey”. After that, there will be a matching
measure on the data from the time they were transmitted
by the distant user and the time they are received by the
cloud, to determine if they have been tampered with during
their transmission to the cloud. In case the codes compared
after the matching measure are different, there will be
an alteration message. Then a retransmission request is
automatically made. Consequently, we can affirm that
our approach ensures that the data exchanged between
the cloud and its users has not been tampered with by
unauthorized utilizers.
Authentication: It is the ability to verify the identity
of the data owner. Unlike the identification case, the
author here must not only provide information relating
to their identity but also give proof of that identity. In our
approach, we verify this property by the encryption and
migration phase. In the two-party communication case of
the original and the remote hosts, data authentication can
be achieved through a HMAC function in combination
with a trustkey. During this communication, the two hosts
share a secret key (”trustkey”) to compute a Hash Message
Authentication Code (HMAC) of all migrated data. When
the migrated data with a correct HMAC code arrives, the
remote host knows that it must have been sent by the
original host.
Given the study we have done in this section, we can
say that the approach we have just proposed can face the
man in the middle attack on users’ data and can respond
exhaustively and efficiently to all security needs.

Firstly, in our approach a hacker can capture publicly
exchanged information between a user and the cloud
in order to generate a trustKey, but this hacker would
have no means of locating the trustKey generated from
publicly transmitted information. Nevertheless, the information exchanges very large numbers signed by the two
correspondents. Thus, the trustKey generation technique
resists the attack by the middle man because the hacker
cannot send their own information instead of one of the
information exchanged between the distant user and the
cloud.
Secondly, a hacker can intercept the data of the user
migrating to the cloud provider’s data center. However,
this hacker can not exploit anything because the data are
at the same time locked by the trusted key trustKey and
encrypted in the form of the nucleotides designated by the
letters ”A” ”C” ”G” and ”T”. Therefore, the hacker must
have both the trusted key trustKey, all encryption Sboxes
of each block of 256 sub-blocks, and all substitution
Sboxes of each block of 256 sub-blocks, in order to unlock
and decrypt the data migrating in the network. And even
if this hacker has the trusted key, he can only see data
encrypted in nucleotides. Furthermore, if the hacker has
all the decryption and substitution Sboxes of each block
of 256 encrypted sub-blocks, he can not decrypt them
unless he has all the identifiers of all the blocks. These are
scattered in the network, so it is impossible to have them
all by the hacker. We can conclude, therefore, through the
exposition of this discussion, that we can easily contain
the man-in- the-middle attack.
B. Security Analysis
As in any information system, to ensure the security
of the cloud paradigm, it is necessary to respond to the
needs that the ”ISO*” (International Standard Organization) organization has highlighted, in its studies, on the
security of networks, which are confidentiality, integrity,
authentication and availability. This subsection presents a
brief overview of these security properties and discusses
at the same time the validation of the proposed approach
with respect to each of these properties:
Confidentiality: It is the ability to make a message
incomprehensible, and therefore not accessible, to any
attacker or potential spy. Only the author of the message
and its recipients can access the content of the message.
This property is assured by our approach thanks to the
DNA cryptography, presented in section 3, during the
encryption and migration phase. We recall that, in this
phase, we carried out two processes: a first encryption
process with a key space = (256n∗256 ), and a second
substitution process applied to the results of the first
process. The latter lasts (n * 256 !). Hence, for a hacker
to try to decrypt the data of users during their migration,
they need, first of all, the ”trustkey” to unlock them.
Moreover, they will then require a number of keys equal
to [(256n∗256 ) * (n * 256 !)] to enumerate all possible
cases and to be able to subsequently decrypt them. We
can confirm by this that our approach checks the property

V. C ONCLUSION
The work in this paper has been to develop a security
plan taking advantage of combining the benefits given by
the recently appearing security mechanisms to provide sufficiently robust data confidentiality, while adapting easily
to emerging and converging technologies. The solution we
have presented in this paper contributes to the data security
problem of the cloud paradigm. This solution has the
following characteristics: (i) applying a biological system
to secure the data of distant users, (ii) ensuring a protected
migration of data in the form of data encrypted into DNA
nucleotides forming genetic information, (iii) offering a
mechanism based on the DNA test whose aim is to verify
the integrity of migrated data during their reception, by
35

means of matching calculation between the hash result
of the obtained data and that of the sent ones, and (iv)
providing an efficient performance with regard to other
previously studied security mechanisms as it ensures a
completely secured hosting of their data in the cloud.
The various work presented in this paper can be summarized in the following points:
• A synthesis study of research in the literature on
proposed security mechanisms for data security, especially data confidentiality management and access
control in the cloud. Through this study, we have
searched the recently published work to find a solution for this problem, and from which we are inspired
to develop and present our contribution in this area.
• A Development of a security solution to adapt a
robust encryption technology based on DNA cryptography in order to ensure the security of users’ data
migrating to the cloud to be hosted and to allow to
securely access their data hosted in the cloud.
• Finally, we have completed our work by exposing
some experiments from which we have tried to
present the advantages and performances of our solution. Then we have validated our approach regarding
security properties.
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