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Fig. 16. Comparison between ROSE and other algorithms with clustering
on different sizes scale-free network topologies in WSNs.

algorithm [39] to partition the network into clusters such that
in each cluster, each node can averagely cover around 50%
nodes. Then, we run ROSE on each cluster to make each
cluster resemble the “Onion-like” structure.

The performance of ROSE in this case is plotted in Fig. 16,
in which we use the communication radius r = 100m (not
large enough to cover 50%of nodes), such that we can obtain
the R values by ROSE in partitioned topologies. We conducted
experiments on different network sizes 100,150, . . . ,300, and
also on the two existing algorithms (Hill Climbing algo-
rithm [26] and Simulated Annealing algorithm [27]) for com-
parison purpose. All results in this plot are the averaged ones
from k(k > 10) independent runs. In brief, Fig. 16 shows the
following:

€ Compared with the previous Fig. 9, which plots the R val-
ues achieved by ROSE on non-partitioned topologies,
the R values achieved by ROSE here are almost equally
high, reflecting that applying ROSE with partitioning can
still perform well.

€ ROSE with partitioning remains outperforming Simulated
Annealing and Hill Climbing.

VII. CONCLUSION

Fully considering the requirements of WSNs in practical
applications, in the study presented in this paper, first a net-
work model with the scale-free property based on the improved
growth and preferential attachment processes from the well-
known BA model was built. A newly proposed algorithm
called ROSE was designed for enhancing the robustness of
scale-free networks against malicious attacks. The combi-
nation of a degree difference operation and an angle sum
operation in the algorithm makes scale-free network topologies
rapidly approach an onion-like structure without changing the
original power-law distribution. Finally, the performance of
ROSE was evaluated on scale-free network topologies having
different sizes and edge densities. The simulation results
show that ROSE significantly improves robustness against
malicious attacks and retains the original scale-free property
in WSNs at the same time. As compared with other existing

algorithms (hill climbing and simulated annealing), ROSE
shows better robustness enhancement results and consumes
less computation time.

ROSE needs the information of the entire scale-free net-
work topology to support the selection of independent edges.
Therefore, the process for enhancing robustness against mali-
cious attacks cannot directly be run in a distributed system.
ROSE requires that global information be collected into the
centralized calculation. Significantly high network density has
a negative effect on the performance or efficiency of ROSE.
Therefore, when the network density is controlled within
a suitable range, this enhancing process can achieve better
results and its completion requires a shorter time.

In future studies, we will focus on the application of
complex network theory in WSNs. Given that this study
considered only the scale-free model, and the proposed method
is designed for homogeneous networks, in our next step we
will attempt to combine the small world model with the scale-
free model to address robustness in heterogeneous WSNs.
The clustering approach that is more suitable for large scale
networks in WSNs will also be studied in depth.
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