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Figure 1. System Model for Real-time Data Access in WSNs

Our Contribution. In this article, we show an innovative
way to resolve the issue of DoS attacks. Our proposed so-
lution can easily be integrated with the existing lightweight
authentication protocols for WSN, so that they can deal with
this issue in a prominent way.

Paper Organization. In section II, we define the system
and threat model for real-time data access in WSN. In section
III, we present our proposed solution. A relevant discussion
based on the proposed solution is presented in Section IV.
Finally, a concluding remark is given in section V.

II. SYSTEM AND THREAT MODEL

In this section, first we present the system model for the
real-time data access in WSN and subsequently we define
threat model for that.

A. System Model

The system model for real-time data access in WSN consists
of three major components: (i) a set of users U, who want to
access real-time data from a sensor node SV;, (ii) a gateway
(GW), who will be responsible to verify the legitimacy of
each user willing to access real-time data access in WSN, and
(iii) a set of sensor nodes (SN), which are deployed in the
field for monitoring real-time data. This model can be useful
for several real-time applications such as in a modern health-
care system. In that case, each sensor will be responsible for
monitoring a particular data such as temperature, heartbeats,
etc. Sensors collect data and then a legitimate doctor, who is
already authenticated by the GW, can obtain these data from
the sensor nodes. Hence, this model could be beneficial for
both the patients and doctors in bio-sensor based health-care
system. Fig.1 depicts a possible approach in accessing real-
time data through this model.

B. Threat Model

The above system model allows two entities to communicate
over the insecure wireless channel. Therefore, it is expected
that an adversary can easily intercept the transmitted mes-
sages over the insecure channel. In addition, the adversary
can replay, modify or delete the content of the messages
communicated over the insecure public channel. Besides, using
side-channel attacks [15], an adversary can obtain some the
sensitive information stored in the smart-card. Furthermore,
it is possible that the sensors are not equipped with tamper-
resistant hardware. Hence, if an adversary physically captures
a sensor node then the adversary will get all the important
security credentials stored in the sensor’s node memory. Fur-
thermore, the adversary could also be curious to trace the
communication of a particular user by breaking the anonymity
of the protocol.

III. PROPOSED REMEDY FOR DOS ATTACK

In this section, we illustrate our proposed remedy for
dealing with DoS or de-synchronization attacks in WSN based
anonymous authentication protocols. Our proposed schemes
consists of three phases: (i) User Registration Phase, (ii)
Remedy Phase, and (iii) Re-Loading Phase.

A. User Registration Phase

In every anonymous authentication protocols, before obtain-
ing services, a legal user U; needs to register into GW. Our
registration phase consists of the following steps:

Step R1: U; first chooses a unique identity 7 D;, then he/she
sends 1D; to the GW via secure channel.

Step R2: Upon receiving the request from U;, GW first
randomly generates a secret key K, . Subsequently, GW
generates a temporary identity 7'/ D; and a set of un-linkable
pairs of shadow identities and emergency key i.e., (SID,
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‘ Part 1: DoS Attack ‘
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Figure 2. Remedy For DoS Attack in WSN-based Anonymous Authentication Protocol

Kem) = {(stdikem, ), (siday kemy)-s(Sidnkem, )} for Us.
Hereafter, GW personalized a smart card SC; for U;, which
contains the information {h(.), TI1D;, (SID, K,),K,4}, and
finally GW keeps a copy of these information in its database
and sends SC; to U; through secure channel.

Step R3: After receiving SC;, U; securely keeps these
information for further communication. It should be noted
that, in designing smart-card based anonymous authentication
scheme for WSN, we may also need to consider some specific
attacks like off-line and on-line guessing attack. Since, these
attacks are already well addressed in the existing literature
[5-9]. Therefore, we skip these issues to discuss.

B. Remedy Phase

In this section, we provide the remedy for DoS attack
in WSN based anonymous authentication protocols. We first
briefly explain the successful execution of an anonymous
authentication protocol for WSN with forward secrecy support.
In which, to accomplish anonymity support U; needs to send
the authentication request to GW with a valid TID;. After
validating the authentication request, GW generates a new
temporary identity 77 D7***and sends it to U; for the next-time
interaction. Besides, GW also generates a session key SK and
subsequently distributes it among the U; and a specific sensor
node Sn;q. At the end, both the GW and U; need to update
TID; with TID?*", and K,4 with K, . . Here, K4, .
denotes the updated shared secret key K,, by using one-way
non-collision hash function.

Now, we consider that the response message from GW
has been interrupted by an adversary or because of the

communication error, U; cannot receive T 1D}, Therefore,
GW already updated with T'I D}, and K, but U; cannot.
Hence, there is a loss of synchronization between the U, and
GW (as shown in Part 1 of Fig. 2). To resolve this issue,
when U; finds that he/she cannot receive T D" within a
specific time period then he/she needs to select one of the
un-used pair of (sidj, kem,) € (SID, Kcp) and computes
Remedyreq= h(sid; ||kem;). Subsequently, U; sends {sid;,
Remedygreq} to GW in the authentication request message
along with the other parameters. Once, GW finds sid; in
its database and recognizes the identity of the U; . Then
GW randomly generates T'IDj“", a session key SK, and
a new shared secret key K,q4,.,. Subsequently GW encodes
TID? , SK, and K,g,,, using the emergency key ke,
and then sends to U;. Once a pair of (sid;, kemj) is used
up, then it must be deleted from the list of (SID, K.y,). In
other words, none of the pair can be used twice. In this way,
we can rebuilt the synchronization between the U; and GW
without compromising the property of un-linkability. Details
of this phase is depicted in Part 2 of Fig. 2.

C. Re-Loading Phase

Before running out of all the shadow identity and emergency
key pairs, a user needs to re-load with the new pairs. In our
proposed scheme, among n numbers of pairs of (SID, K.,,),
U; can use at most ¢ number of pairs, where (r < n). After
that, U; needs to ask GW for re-loading, which consists of the
following steps:

Step RL1: U; selects (t + 1) (sid, kem)€ (SID,
K.,,) and generates a nonce N, and subsequently com-
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Figure 3. Re-Loading Process

putes Re — Loadreq= h(sidiy1 Il Ny Il ke, ). Hereafter,
U; forms a reloading request message Mc,: {sidiy1, Ny,
Re — Loadreq} and sends it to GW.

Step RL2: Upon receiving the request message Mc,, GW
first checks sid;; 1 and based on that tries to find out ke,
and K,g. Subsequently, GW computes Re — Loady,, =
h(sidgy1 I Ny Il ke, ) and checks whether Re — Load}‘{eq
= Re — Loadgeq or not. If not, then GW terminates the re-
loading process. Otherwise, GW generates a new set of pairs of
shadow identities and emergency keys i.e., (SID™" Kmew)
= {(s1d{", kJ50), (sidy® kD5 ), ..n(sidy, kLt )} for Us

and subsequently, encodes (SID™" K7%") by using K, i.e.,

em
SIDE= Encg, (SID™", K'*) and computes a response

message Re — LozaLdRes = h(SIDE"eIl Kygl|kem,,,). Finally,
GW forms a response message Mc, and sends it to U;.

Step RL3: After receiving the response message Mc,,
U; computes Re — Loadj .= A(SIDE"¢ || K4 kem, ) and
verifies whether Re — Loadf,.= Re — Loadges or not. If
not, then U; terminates the re-loading process. Otherwise, U;
decodes (SID™*, K"e¥) from SIDE"¢ and stores them for
further communication. This process will cost nx192 bits of
storage cost, where n denotes the number of pairs. This phase

of our proposed scheme is depicted in Fig. 3.

IV. DISCUSSION

The purpose of the proposed solution is to deal with
DoS attack in designing lightweight anonymous authentica-
tion protocol for WSN-based real-time applications without
compromising any anonymity support. In this section, first
we show the affect of DoS attack in the existing two-factor-
based authentication schemes for WSN, and subsequently we

Compute :

4 71ew 4
SID*" = Enc Kug( SIS Ak

Re-Load, = h(SID;z‘E" | Kog 1, )

€M)
else
return 0 (Failure)
end if
Else
Return 0 (Failure)
End If

demonstrate the effectiveness of our proposed remedy for
dealing with DoS attacks. In order to do that, we consider
four state-of-the-art protocols [7-8], and [10-11] for WSN.
We start with Yeh et al.’s scheme, in which due to the DoS
attack both the user and GW unnecessarily need to compute
some modular exponential operations and hash operations, and
also require to transfer 668-bits of request message. However,
being affected by DoS attack, GW cannot authenticate the
user. Hence, in every attempt of authentication there will
be some wastage of computation and communication costs.
Similar problem can also be seen in [7-8], and [10-11].
Now, in our proposed remedy once a scheme is affected by
DoS attack then U; needs to send {sidj, RemedyRreq} and
that will cause only one hash computation and 192-bits of
communication cost. In this way, we can significantly reduce
the wastage amount of computational and communication
overhead in the existing lightweight anonymous authentication
protocol for WSN-based real-time applications (as shown in
Table 1 and Table II). In order to analyze the effectiveness
of the proposed solution more comprehensively, we simulate
the cryptographic operations used in [7-8], and [10-11] using
Java Cryptographic Extension (JCE) [16] on a smart phone
(considered as user’s equipment) of HTC Desire as testbed.
The smart phone runs Android 2.2 mobile operating system
and equipped with 0.72 GHZ Arm Cortex-A8 CPU. Based on
the simulation results we find that each hash operation takes
5.63x10% CPU cycles with 7.81x10~*ms of execution time.
On the other hand, each modular exponential operation used
in [7] takes 9.53x 105 CPU cycles with 13.22 ms of execution
time. Therefore, because of DoS attack Yeh et al.’s scheme will
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Table I

COMPUTATION OVERHEAD ANALYSIS FOR DOS ATTACKS

[ Schemes | Wastage Comp. Cost | Remedy Cost
Yeh et al.[7] M pept2tHash
Xue et al. [8] Ttiash 2
Jiang et al. [10] 6l trash Hash
Das [11] 8tHash
t ;7o sh:Execution time of a one-way hash function;
tEep: Execution time of a modular exponential operation using ECC;

Table 1T

COMMUNICATION OVERHEAD ANALYSIS FOR DOS ATTACKS

[ Schemes

| Wastage Comm. Cost [ Remedy Cost |

Yeh et al.[7] 668-bits
Xue et al. [8] 768-bits .
Tiang ot al. [10] 576-its 192-bits
Das [11] 576-bits
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[6]

[7]

[8]

[9]

(10]

(11]
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cause 38.13x105CPU cycles for every unsuccessful attempt
of authentication. Whereas, in [8], [10], and [11] Dos attack
will cause wastage of 39.41x10%2 CPU cycles, 33.78x10?
CPU cycles, and 45.04x10%2 CPU cycles, respectively for
every unsuccessful attempt of authentication. Conversely, by
adopting our proposed remedy, these schemes can be recov-
ered from DoS attack and that will cause only 11.26x10?
CPU cycles. We now consider the effect of DoS attacks on
a sensor node involving in an authentication protocol. Energy
consumption on a sensor node during authentication process
consists of communication and computation costs. Those have
been presented in [12]. For example, in [7], the computation
and communication cost on sensor node were 2t g,p+3t gash,
and 51 bytes, respectively and total energy consumption on
sensor node during authentication process was 492.81 Ws
(watt-second). Hence, we know that this much of energy will
be wasted due to the DoS attack.

V. CONCLUSION

In this article, first we show that most of the existing
authentication protocols for WSN-based real-time applications
are vulnerable to DoS attacks. Subsequently, to resolve this
issue, we propose an effective solution which can be easily
incorporated with the existing protocols, so that they can
significantly reduce the wastage amount of computational and
communication overhead during resynchronization process.
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